Jackpotting ATM Machi nes courtesy of the Jolly Roger

JACKPOTTI NG was done rather successfully a while back in (you guessed it)
New York. \What the culprits did was:

Sever (actually cross over) the line between the ATM and t he

host. insert a m croconputer between the ATM and the host. insert

a fradulent card into the ATM (card=cash card, not hardware)

VWhat the ATM did was: send a signal to the host, saying "Hey! Can
give this guy nmoney, or is he broke, or is his card invalid?"

VWhat the microconputer did was: intercept the signal fromthe host,
discard it, send "there's no one using the ATM signal

VWhat the host did was: get the "no one using" signal, send back "okay,
then for God's sake don't spit out any noney!" signal to ATM

VWhat the mcroconputer did was:

i ntercept signal (again), throwit away (again), send "Ww That

guy is like TOO rich! Gve himas nmuch noney as he wants. In

fact, he's so |oaded, give himALL the cash we have! He is

really a val ued custoner." signal

VWhat the ATM di d:

what el se? oediently dispense cash till the cows cane hone (or

very nearly so).

What the crooks got:

well in excess of $120,000 (for one weekend's work), and severa

years when they were caught.

This story was used at a CRYPTOGRAPHY conference | attended a while
ago to denonstrate the need for better information security. The
lines between ATMs & their hosts are usually 'weak' in the sense that
the information transmtted on themis generally not encrypted in any
way. One of the ways that JACKPOTITI NG can be defeated is to encrypt
the i nformati on passi ng between the ATM and the host. As long as the
key cannot be determined fromthe ciphertext, the transm ssion (and
hence the transaction) is secure.

A nmore believable, technically accurate story might concern a person
who uses a conputer between the ATM and the host to determ ne the key
before actually fooling the host. As everyone knows, people find
cryptanalysis a very exciting and engrossing subject...don't they?
(Hee- Hee)
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The B of A ATM s are connected through dedicated lines to a host
conputer as the Bishop said. However, for nmintenance purposes, there
is at |east one separate dial-up line also going to that sanme host
conputer. This guy basically bs'ed his way over the phone till he
found someone stupid enough to give himth nunber. After finding that,
he had has Apple hack at the code. Sinple.

Step 2: He had a friend go to an ATMwith any B of A ATMcard. He
stayed at home with the Apple connected to the host. Wen his friend
inserted the card, the host displayed it. The guy with the Apple

nodi fied the status & nunmber of the card directly in the host's
menory. He turned the card into a security card, used for testing
purposes. At that point, the ATMdid whatever it's operator told it to
do.

The next day, he went into the bank with the $2000 he recei ved,



tal ked to the nanager and told himevery detail of what he'd done. The
manager gave himhis business card and told himthat he had a job

wai ting for himwhen he got out of school

Now, B of A has been warned, they night have changed the system On
the other hand, it'd be awful expensive to do that over the whole
country when only a handful of people have the resources and even |ess
have the intelligence to duplicate the feat. Wio knows?
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