The Basics of Hacking 11 Courtesy of the Jolly Roger

Basi cs to know before doi ng anything, essential to your continuing

career as one of the elite in the country... This article, "the

i ntroduction to the world of hacking" is neant to help you by telling you
how not to get caught, what not to do on a conputer system what type of
equi prent should I know about now, and just a little on the history, past
present future, of the hacker

Wel cone to the world of hacking! W, the people who |ive outside of the
normal rules, and have been scorned and even arrested by those fromthe
"civilized world', are becoming scarcer every day. This is due to the
greater fear of what a good hacker (skill w se, no noral judgenents
here)| can do nowadays, thus causing anti- hacker sentinent in the masses.
Al so, few hackers seemto actually know about the conputer systens they
hack, or what equipnent they will run into on the front end, or what they
could do wong on a systemto alert the 'higher' authorities who nonitor
the system This article is intended to tell you about some things not to

do, even before you get on the system | will tell you about the new wave
of front end security devices that are beginning to be used on conputers.

I will attenpt to instill in you a second identity, to be brought up at
time of great need, to pull you out of trouble. And, by the way, | take no,
repeat,

no, responcibility for what we say in this and the forthcom ng articl es.
Enough of the bullshit, on to the fun: after |ogging on your favorite bbs,
you see on the high access board a phone nunber! It says it's a great
systemto "fuck around with!" This nay be true, but how nany other people
are going to call the same nunber? So: try to avoid calling a number
given to the public. This is because there are at |east every other

user calling, and how many other boards w |l that nunber spread to?

If you call a nunber far, far away, and you plan on going thru an

extender or a re-seller, don't keep calling the sanme access nunber

(I.E. As you would if you had a hacker running), this |ooks very suspicious
and can make |ife mserable when the phone bill comes in the mail

Most cities have a variety of access nunbers and services,

SO use as nmany as you can. Never trust a change in the system..

The 414's, the asshol es, were caught for this reason: when one of them
connected to the system there was nothing good there. The next tine,
there was a trek gane stuck right in their way! They proceded to play said
gane for two, say two and a half hours, while telenet was tracing then
Nice job, don't you think? |[If anything | ooks suspicious, drop the line

i mediately!! As in, yesterday!! The point we're trying to get accross is:
if you use a little common sence, you won't get busted. Let the little
kids who aren't smart enough to recognize a trap get busted, it will take
the heat off of the real hackers. Now, let's say you get on a conputer
system.. It |ooks great, checks out, everything seens fine.

Ok, nowis when it gets nore dangerous. You have to know the conputer
systemto know what not to do.

Basi cally, keep away from any command sonething, copy a new file into the
account, or whatever! Always |eave the account in the sane status you

logged in with. Change *nothing*... If it isn't an account with priv's,
then don't try any comuands that require theml All, yes all, systens are
going to be keeping log files of what users are doing, and that wll
show up. It is just like dropping a trouble-card in an ESS system

after sending that nice operator a pretty tone.
Spend no excessive anpbunts of time on the account in one stretch.
Keep your calling to the very late night ifpossible, or during



busi ness hours (believe it or not!). It so happens

that there are nore users on during business hours, and it is very
difficult to read a log file with 60 users doing many commds every m nute.
Try to avoid systens where everyone knows each other, don't try to bluff.
And above all: never act |ike you own the system or are the best there
is. They always grab the people who's heads swell... There is sone very
interesting front end equi pnent around nowadays, but first let's

define ternms... By front end, we nean any device that you nust

pass thru to get at the real conputer. There are devices that are nmade to
def eat hacker prograns, and just plain old nultiplexers.

To defeat hacker prograns, there are now devices that pick up the phone

and just sit there... This neans that your device gets no carrier,
thus you think there isn't a conmputer on the other end. The
only way around it is to detect when it was picked up. |If it pickes up

after the sane nunber ring, then you know it is a hacker-defeater.

These devices take a multi-digit code to let you into the system

Sone are, in fact, quite sophisticated to the point where it

will also limt the user nanme's down, so only one nane or set of nanes
can be valid |l ogins after they input the code... Qther devices input a
nunber code, and then they dial back a pre-programed nunber for that code.
These systens are best to | eave al one,

because they know soneone is playing with their phone. You nay think "but
i"ll just reprogramthe dial-back." Think again, how stupid that is..

Then they have your nunber, or a test loop if you were just alittle
smarter. If it's your nunber, they have your balls (if male...),

If its a |l oop, then you are screwed again, since those |oops

are *nmonitored*. As for multiplexers... Wat a plexer is supposed

to do is this:

The system can accept nultiple users. W have to time share, so we'll let
the front-end processor do it... Well, this is what a multiplexer does.
Usually they will ask for sonething like "enter class" or "line:". Usually

it is programmed for a double digit number, or a four to five letter word.
There are usually a few sets of nunbers it accepts, but those nunbers al so
set your 300/1200/ 2400 baud data type.

These nmultipl exers are inconvenient at best, so not to worry. Alittle
about the history of hacking: hacking, by my definition, neans a great
know edge of sone special area. Doctors and | awyers

are hackers of a sort, by this definition. But nobst often, it is

bei ng used in the conputer context, and thus we have a definition of
"anyone who has a great anpunt of conputer or teleconmunications

know edge." You are not a hacker because you have a |list of codes..

Hacki ng, by ny definition, has then been around only about 15 years.

It started, where else but, mt and coll eges where they had computer

sci ence or electrical engineering departnents.

Hackers have created sone of the best conputer |anguages, the

nost awesone operating systens, and even gone on to nake millions.

Hacki ng used to have a good name, when we coul d honestly say

"we know what we are doing". Now it means (in the public eye):

the 414's, ron austin, the nasa hackers, the arpanet hackers..

Al the people who have been caught,

have done damage, and are now going to have to face fines and sentences.
Thus we cone past the noralistic crap, and to our purpose: educate the
hacker comunity, return to the days when people actually knew sonet hing. .

.............. Jol I'y Roger
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