Notes from Eric Pool e, Sysop of Leo Technol ogy BBS:

Over the last couple of weeks, |'ve been calling around to CompuServe,
the Circuit Cellar INK BBS, and everywhere else | can think of, trying to
find the full text of the Electronic Comunications Privacy Act of 1986.
The best 1've been able to come up with so far are sone excerpts fromthe
prelim nary House of Representatives version

Last night, Cctober 7, 1988, soneone (whose name | would like to
i nclude here but | haven't yet gotten his permission to do so) called the
Leo Technology BBS for the first tinme out of the clear blue sky, |ong
di stance from Washi ngton to New Hanpshire on his own nickel, went through
all the new user questionnaires and stuff, and uploaded the full text of the
act, all hundred-sone-odd-thousand bytes of it. So, here it is. Thanks to
the provider, (I'msure it'd be OKto put his nane here, but like |I said,
didn't yet get his permission to do so); it's guys |like you that make all
this BBS sysoping stuff worth while!

| believe the contents of this file to be accurate, however, please,
bef ore taking any action or naking any deci sions based upon what you read
inthis file, CONFI RM THE LANGUAGE IN THI S FI LE AGAI NST AN OFFI Cl AL LEGAL
SOURCE, and if you aren't a | awer, go get one.

Eric Poole, C'S 73127, 2034
Sysop, Leo Technol ogy BBS, Londonderry, NH
(603) 432-2517 300- 1200- 2400 8-N-1
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CHAPTER 65 - MALI CI QUS M SCHI EF

1367. Interference with the operation of a satellite.

_ 1367.

(a)

(b)

2232,

(a)

(b)

(c)

Interference with the operation of a satellite

Woever, without the authority of the satellite operator,
intentionally or maliciously interferes with the authorized
operation of a comrunications or weather satellite or obstructs
or hinders any satellite transmssion shall be fined in
accordance with this title or inprisoned not nore than ten years
of bot h.

Thi s section does not prohibit any [awful |y aut hori zed
i nvestigative, protective, or intelligence activity of a |aw

enforcenent agency or of an intelligence agency of the United
St ates.

CHAPTER 109 - SEARCHES AND SEI ZURES

Destruction or renoval of property to prevent seizure

Physical Interference Wth Search. -- Woever, before, during, or
after seizure of any property by any person authorized to nmake
searches and seizures, in order to prevent the seizure or

securing of any goods, wares, or nerchandise by such person,
staves, breaks, throws overboard, destroys, or renoves the sane,
shall be fined not nmore than $10, 000 or inprisoned nmore than five
years, or both.

Noti ce of Search. -- Whoever, having know edge that any person
aut horized to nake searches and seizures has been authorized or
is otherwise likely to make a search or seizure, in order to

prevent the authorized seizing or securing of any person, goods,
war es, merchandi se or other property, gives notice or attenpts to
gi ve notice of the possible search or seizure to any person shal
be fined not nore than $100,000 or inprisoned not nore than five
years, or both.

Notice of Certain Electronic Surveillance. -- Woever, having
know edge that a Federal investigative or |aw enforcement officer
has been authorized or has applied for authorization under
chapt er 119 to intercept a wre, oral, or el ectronic
conmuni cation, in order to obstruct, inpede, or prevent such
interception, gives notice or attenpts to give notice of the
possible interception to any person shall be fined wunder this
title or inprisoned not nore than five years, or both.

Whoever, having know edge that a Federal officer has been



aut hori zed or has applied for authorization to conduct electronic
surveillance under the Foreign Intelligence Surveillance Act (50
U S.C 1801, et seq.), in order to obstruct, inpede, or prevent
such activity, gives notice or attenpts to give notice of the
possible activity to any person shall be fined under this title
or inprisoned not nore than five years, or both.

CHAPTER 119 -- WRE AND ELECTRONI C COVMUNI CATI ONS
| NTERCEPTI ON AND | NTERCEPTI ON OF ORAL COMMUNI CATI ONS

Sec.

2510. Definitions.

2511. Interception and disclosure of wre or oral conmuni cat i ons
pr ohi bi t ed.

2512. Manufacture, distribution, possession, and advertising of wire or
oral conmunication intercepting devices prohibited.

2513. Confiscation of wire, oral, or el ectronic comuni cati on
i ntercepting devices.

2514. Inmunity of w tnesses.

2515. Prohibition of wuse as evidence of intercepted wre, oral, or
el ectroni ¢ conmuni cati ons.
2516. Authorization for interception of wre, oral, or electronic

conmuni cat i ons.
2517. Authorization for disclosure and use of intercepted wire, oral, or
el ectroni ¢ comuni cati ons.

2518. Procedure for interception of wire, oral, or el ectronic
comuni cati ons.
2519. Reports concer ni ng i ntercepted wire, or al or el ectronic

comuni cati ons.
2520. Recovery of civil damages authori zed.
2521. Injunction against illegal interception

_2510. Definitions
As used in this chapter --

(1) "wire conmunication" neans any aural transfer made in whole or in
part through the wuse of facilities for the transmssion of
conmuni cations by the aid of wre, cable, or other |like
connection between the point of origin and the point of reception
(including the wuse of such connection in a switching station)
furnished or operated by any person engaged in providing or
operating such facilities for the transm ssion of interstate or
forei gn communications or conmunications affecting interstate or
foreign commerce and such termincludes any el ectroni c storage of
such comuni cation, but such term does not include the radio
portion of a cordless tel ephone conmunication that is transmtted
bet ween the cordl ess tel ephone handset and the base unit;

(2) "oral comunication" neans any oral conmmunication uttered by a



(3)

(4)

(5)

(6)

(7)

(8)

(9)

person exhibiting an expectation that such comunication is not
subject to interception under circunstances justifying such
expectation, but such term does not include any electronic
conmuni cat i on;

"State" neans any State of the United States, the District of
Col unbia, the Commonweal th of Puerto Rico, and any territory or
possession of the United States.

"intercept" neans the aural or other acquisition of the contents
of any wire, electronic, or oral comrunication through the use of
any el ectronic, nechanical, or other device.

"electronic mechanical, or other device" neans any device or
apparatus which can be used to intercept a wre, oral, or
el ectroni ¢ communi cation other than --

(a) any tel ephone or telegraph instrunent, equi pnent or
facility, or any component thereof, (i) furnished to the
subscriber or user by a provider of wre or electronic
conmuni cation service in the ordinary course of its business
and being used by the subscriber or user in the ordinary
course of its business or furnished by such subscriber or
user for connection to the facilities of such service and
used in the ordinary course of its business; or (ii) being
used by a communications comopn carrier in the ordinary
course of its business, or by an investigative or |aw
enforcenent officer in the ordinary course of his duties;

(b) a hearing aid or simlar device being used to correct
subnornmal hearing to not better than nornal;

"person" neans any enpl oyee, or agent of the United States or any
State or political subdivision thereof, and any individual
part nership, associ ati on, joint stock conpany, trust, or
cor poration;

"I nvestigative or |aw enforcenent officer" means any officer of
the United States or of a State or political subdivision thereof,
who is enpowered by |aw to conduct investigations of or to mmke
arrests for offenses enunerated in this chapter, and any attorney
aut horized by law to prosecute or participate in the prosecution
of such of f enses;

"contents", when wused wth respect to any wre, oral, or
el ectroni ¢ communi cation, includes any information concerning the
substance, purport, or neaning of that commrunication

"Judge of conpetent jurisdiction" means --

(a) ajudge of a United States district court or a United States
court of appeals; and

(b) a judge of any court of general crimnal jurisdiction of a
State who is authorized by a statute of that State to enter
orders authorizing interceptions of Wi re, oral, or
el ectroni ¢ conmmuni cati ons;



(10)

(11)

(12)

(13)

(14)

(15)

(16)

"comuni cation common carrier” shall have the same neaning which
is given the term"comon carrier” by section 153(h) of title 47
of the United States Code;

"aggrieved person" neans a person who was a party to any
intercepted wire, oral, or electronic comrunication or a person
agai nst whomthe intercepti on was directed;

"el ectroni c comuni cation" means any transfer of signs, signals,
witing, inages, sounds, data, or intelligence of any nature
transmtted in whol e or in part by a Wwre, radi o,
el ectromagnetic, photoelectronic or photooptical system that
affects interstate or foreign comerce, but does not include --

(A) the radio portion of a cordless tel ephone communi cati on that
is transmtted between the cordl ess tel ephone handset and
the base unit;

(B) any wire or oral comrunication;
(© any communicati on nade through a tone-only pagi ng device; or

(D) any comunication from a tracking device (as defined in
section 3117 of this title);

"user" neans any person or entity who --
(A) uses an el ectronic conmunication service; and

(B) is duly authorized by the provider of such service to engage
in such use;

"electronic conmunications systenf neans any wire, radi o,
el ectronagnetic, photooptical or photoelectronic facilities for
the transnission of electronic comrunicati ons, and any conputer
facilities or related electronic equipnent for the electronic
storage of such comuni cati ons;

"electronic conmuni cation service" neans any service which
provides to users thereof the ability to send or receive wire or
el ectroni ¢ conmuni cati ons;

"readily accessible to the general public" nmeans, with respect to
a radi o comunication, that such communication is not --

(A) scranbled or encrypted;

(B) transmitted wusing nodulation techniques whose essentia
paranmeters have been wthheld fromthe public with the
i ntention of preserving the privacy of such comunication;

(C carried on a subcarrier or other signal subsidiary to a
radi o transm ssion;

(D) transmitted over a conmunication system provided by a comon
carrier, wunless the communicationis a tone only paging



(B)

system conmuni cati on; or

transmtted on frequencies allocated under part 25, subpart
Db E, or F of part 74, or part 94 of the Rules of the
Federal Conmuni cations Conm ssion, unless, in the case of a
conmuni cation transmtted on a frequency allocated under
part 74 that is not exclusively allocated to broadcast
auxiliary services, the conmunication is a two-way voice
conmuni cati on by radio;

(17) "electronic storage" neans --

(A

(B)

any tenmporary, intermediate storage of a wire or electronic
communi cation incidental to the electronic transm ssion
t her eof ; and

any st orage of such communication by an el ectronic
conmuni cati on service for purposes of backup protection of
such communi cati on; and

(18) "aural transfer" neans a transfer containing the hunan voice at
any poi nt between and including the point of origin and the point

of

reception.

_ 2511. Interception and disclosure of wre, oral, or electronic
conmuni cati ons prohibited

(1) Except as otherw se specifically provided in this chapter any
per son who- -

(a)

(b)

intentionally intercepts, endeavors to i ntercept, or
procures any other person to intercept or endeavor to
intercept, any wire, oral, or electronic comunication

intentionally uses, endeavors to use, or procures any other
person to use or endeavor to use any el ectronic, nechanical
or other device to intercept any oral comunication when --

(i) such device is affixed to, or otherwise transmts a
signal through, a wire, cable, or other |ike connection
used in wre conmunication; or

(ii) such device transmts comunications by radio, or
interferes with the transm ssion of such communi cati on
or

(iii) such person knows, or has reason to know, that such
device or any conponent thereof has been sent through
the mail or transported in interstate or foreign
commerce; or

(iv) such wuse or endeavor to use (A) takes place on the
prem ses of any busi ness or ot her conmer ci a
establ i shnent the operations of which affect interstate
or foreign commerce; or (B) obtains or is for the



(2)

(c)

(d)

shal

pur pose of obtaining information relating to the
operations of any business or ot her conmer ci a
establ i shnent the operations of which affect interstate
or foreign comerce; or

(v) such person acts in the District of Colunbia, the
Conmonweal th of Puerto Rico, or any territory or
possession of the United States;

intentionally discloses, or endeavors to disclose, to any
ot her person the contents of any wire, oral, or electronic
conmuni cation, knowing or have reason to know that the
i nformati on was obtai ned through the interception of a wire,
oral, or electronic conmunication in violation of this
subsection; or

intentionally uses, or endeavors to use, the contents of any
wire, oral, or electronic comrunication, know ng or having
reason to know that the informati on was obtai ned through the
interception of a wire, oral, or electronic comunication in
violation of this subsection

be punished as provided in subsection (4) or shall be

subject to suit as provided in subsection (5).

(a)

(i) 1t shall not be unlawful under this chapter for an
operator of a switchboard, or an officer, enployee, or
agent of a provider of wire or electronic comrunication
service, whose facilities are used in the transni ssion
of a wire comunication, to intercept, disclose, or use
t hat comuni cation in the normal course of hi s
enpl oyment while engaged in any activity which is a
necessary incident to the rendition of his service or
to the protection of the rights or property of the
provider of that service, except that a provider of
wWire communication service to the public shall not
utilize service observing or random nonitoring except
for mechanical or service quality control checks.

(ii) Notwithstanding any other law, providers of wire or

el ectronic comunication service, their of ficers,
enpl oyees, and agents, |andlords, custodians, or other
per sons, are aut hori zed to provide i nformation
facilities, or techni cal assistance to per sons
aut hori zed by law to intercept wre, oral, or

el ectronic comunications or to conduct electronic
surveillance, as defined in section 101 of the Foreign
Intelligence Surveillance Act of 1978, i f such
provider, its officers, enployees, or agents, |andlord,
custodi an, or other specified person, has been provided
with --

(A) a court order directing such assistance signed by
t he aut hori zi ng judge, or

(B) a certification in witing by a person specified
in section 2518(7) of this title or the Attorney



(b)

(c)

(d)

(e)

General of the United States that no warrant or
court order is required by law, that all statutory
requi rements have been net, and that the specified
assistance is required.

setting forth the period of time during which the
provision of the information, facilities, or technica

assi st ance is aut hori zed and speci fyi ng t he
i nformati on, facilities, or technical assi st ance
required. No provi der of wre or el ectronic

conmuni cation service, officer, enployee, or agent
thereof, or landlord, custodian, or other specified
person shall disclose the existence of any interception
or surveillance or the device used to acconmplish the
interception or surveillance with respect to which the
per son has been furnished a court order or
certification wunder this chapter, except as nmay
otherwise be required by |legal process and then only
after prior notification to the Attorney General or to
the principal prosecuting attorney of a State or any

political subdi vi si on of a State, as nmay be
appropri ate. Any such disclosure, shall render such
person liable for the civil damages provided for in
section 2520. No cause of action shall lie in any
court against any provider of wre or electronic
conmuni cation service, its officers, enployees, or
agents, landlord, custodian, or other specified person

for providing information, facilities, or assistance in
accordance with the terms of an order or certification
under this subparagraph

It shall not be unlawful under this chapter for an officer
enpl oyee, or agent of the Federal Communicati ons Conmi ssion,
in the normal course of his enploynment and in di scharge of
the nonitoring responsibilities exercised by the Conm ssion
in the enforcenent of chapter 5 of title 47 of the United
St ates Code, to i ntercept a wre or el ectronic
conmuni cation, or oral comrunication transmtted by radio,
or to disclose or use the information thereby obtained.

It shall not be unlawful under this chapter for a person
acting under color of lawto intercept a wre, oral, or
el ectronic comuni cation, where such person is a party to
t he conmmuni cation or one of the parties to the commrunication
has given prior consent to such interception

It shall not be unlawful under this chapter for a person not
acting under <color of lawto intercept a wre, oral, or
el ectroni ¢ comruni cati on where such person is a party to the
conmuni cati on or where one of the parties to the
conmuni cati on has given prior consent to such interception
unl ess such comunication is intercepted for the purpose of
conmitting any crimnal or tortious act in violation of the
Constitution or laws of the United States or of any State.

Not wi t hst andi ng any ot her provision of this title or section
705 or 706 of the Conmunications Act of 1934, it shall not



(f)

(9)

be unlawful for an officer, enployee, or agent of the United
States in the normal course of his official duty to conduct
el ectronic surveillance, as defined in section 101 of the
Foreign Intelligence Surveillance Act of 1978, as authorized
by that Act.

Not hi ng contained in this chapter or chapter 121, or section
705 of the Comuni cations Act of 1934, shall be deenmed to
affect the acquisition by the United States Government of
foreign intelligence information from international or
foreign comunications, or foreign intelligence activities
conducted in accordance with otherw se applicable Federa
law involving a foreign electronic conmmunications system
utilizing a means other than electronic surveillance as

defi ned in section 101 of the For ei gn Intelligence
Surveil l ance Act of 1978, and procedures in this chapter and
the Foreign Intelligence Surveillance Act of 1978 shall be

the exclusive neans by which electronic surveillance, as
defined in section 101 of such Act, and the interception of
donestic wire and oral conmuni cations nmay be conduct ed.

It shall not be unlawful under this chapter or chapter 121
of this title for any person --

(i) to intercept or access an el ectronic conmmunication nmade
through an electronic comunication system that is
configured so that such electronic comunication is
readily accessible to the general public;

(ii) to i ntercept any radio comunication whi ch is
transmtted --

(1) by any station for the use of the general public,
or that relates to ships, aircraft, vehicles, or
persons in distress;

(1) by any governnental, | aw enforcenent, civi
defense, private land nobile, or public safety
conmuni cati ons system including police and fire,

readi |y accessible to the general public;

(I'1'1) by a station operating on an authorized frequency
wi t hin the bands allocated to the amat eur,
citizens band, or general nobile radio services;
or

(1'V) by any marine or aeronautical conmunications
system

(iii) to engage in any conduct which --

(1) is prohibited by section 633 of the Communicati ons
Act of 1934; or

(I'l) is excepted fromthe application of section 705(a)
of the Comunications Act of 1934 by section
705(b) of that Act;



(3)

(4)

(h)

(b)

(a)

(iv) to intercept any wire or electronic comunication the

transm ssion of which is causing harnful interference
to any lawfully operating station or consurmer
el ectroni c equi pnent, to the extent necessary to

identify the source of such interference; or

(v) for other users of the same frequency to intercept any
radi o conmuni cati on made through a systemthat utilizes
frequencies nonitored by individuals engaged in the
provi si on or the wuse of such system i f such
conmuni cation is not scranbled or encrypted.

It shall not be unlawful under this chapter --

(i) to use a pen register or a trap and trace device (as
those terns are defined for the purposes of chapter 206
(relating to pen registers and trap and trace devices)
of this title); or

(ii) for a provider of electronic comrunication service to
record the fact that a wire or electronic comrunication
was initiated or conpleted in order to protect such
provider, another provider furnishing service toward
the conpletion of the wire or el ectronic comrunication
or a user of that service, fromfraudul ent, unlawful or
abusi ve use of such service.

Except as provided in paragraph (b) of this subsection, a
person or entity providing an electronic comrunication
service to the public shall not intentionally divulge the
contents of any communicati on (other than one to such person
or entity, or an agent thereof) while in transnission on
that service to any person or entity other than an addressee
or intended recipient of such conmunication or an agent of
such addressee or intended recipient.

A person or entity providing electronic comunication
service to the public may divulge the contents of any such
communi cation --

(i) as otherw se authorized in section 2511(2)(a) or 2517
of this title;

(ii) with the lawful consent of the originator or any
addressee or intended recipient of such comunication

(iii) to a person enployed or authorized, or whose
facilities are used, to forward such comrunication to
its destination; or

(iv) which were inadvertently obtained by the service
provi der and which appear to pertain to the conmi ssion
of a crime, if such divulgence is made to a Ilaw
enf orcenent agency.

Except as provided in paragraph (b) of this subsection or in



(5)

(b)

(c)

subsection (5), whoever violates subsection (1) of this
section shall be fined under this title or inprisoned not
nore than five years, or both.

If the offense is a first offense under paragraph (a) of
this subsection and is not for a tortious or illegal purpose
or for purposes of direct or indirect comercial advantage
or private commercial gain, and the wire or electronic
conmuni cation with respect to which the offense under
paragraph (a) is a radio communication that is not scranbl ed
or encrypted, then --

(i) If the communication is not the radio portion of a
cellul ar tel ephone comunication, a public | and nobile
radi o service communication or a paging service
comuni cation, and the conduct is not that described in
subsection (5), the offender shall be fined under this
title or inprisoned not nmore than one year, or both,
and

(ii) if the communication is the radio portion of a cellular
t el ephone comunication, a public land nobile radio

service conmuni cati on or a pagi ng service
conmuni cation, the offender shall be fined not nore
t han $500.

Conduct otherwi se an offense under this subsection that
consists of or relates to the interception of a satellite
transm ssion that is not encrypted or scranbled and that is
transmtted --

(i) to a br oadcasti ng station for pur poses of
retransm ssion to the general public; or

(ii) as an audio subcarrier intended for redistribution to
facilities open to the public, but not including data
transm ssions or tel ephone calls,

is not an offense under this subsection unless the conduct
is for the purposes of direct or indirect comercia
advantage or private financial gain

(i) If the communicationis --

(A) a private satellite video conmunication that s
not scranbled or encrypted and the conduct in
violation of this chapter is the private view ng
of that communication and is not for a tortious or
illegal purpose or for purposes of direct or
i ndirect conmer ci al advant age or private
conmer ci al gain; or

(B) a radio comunication that is transmtted on
frequencies allocated under subpart D of part 74
of the rules of the Federal Communi cati ons
Conmi ssion that is not scranmbled or encrypted and
the conduct in violation of this chapter is not



_ 2512.

or al

(1)

(b)

for a tortious or illegal purpose or for purposes
of direct or indirect coomercial advantage or
private conmmercial gain.

then the person who engages in such conduct shall be
subject to suit by the Federal Governnent in a court of
conpetent jurisdiction

(ii) I'n an action under this subsection --

(A) if the violation of this chapter is a first
of fense for the person under paragraph (a) of
subsection (4) and such person has not been found
liable in a civil action under section 2520 of
this title, the Federal Government shall be
entitled to appropriate injunctive relief; and

(B) if the violation of this chapter is a second or
subsequent of f ense under paragraph (a) of
subsection (4) or such person has been found
liable in any prior civil action wunder section
2520, the person shall be subject to a nandatory
$500 civil fine.

The court nmay use any neans within its authority to enforce
an injunction issued under paragraph (ii)(A), and shal

i mpose a civil fine of not |ess than $500 for each violation
of such an injunction.

Manuf acture, distribution, possession, and advertising of wre,

or electronic comunication intercepting devices prohibited

Except as otherw se specifically provided in this chapter, any
person who intentionally --

(a)

(b)

(c)

sends through the mail, or sends or carries in interstate or
foreign comrerce, any electronic, nechanical, or other
device, knowi ng or having reason to know that the design of
such device renders it prinmarily useful for the purpose of
the surreptitious interception of wire, oral, or electronic
conmuni cat i ons;

manuf act ures, assenbl es, possesses, or sells any el ectronic,
nechani cal, or other device, knowing or having reason to
know that the design of such device renders it primarily
useful for the purpose of the surreptitious interception of
wire, oral, or electronic comunications, and that such
device or any conponent thereof has been or will be sent
through the nail or transported in interstate or foreign
commerce; or

places in any newspaper, magazine, handbill, or other
publication any advertisenment of --

(i) any electronic, nmechanical, or other device know ng or



having reason to know that the design of such device
renders it primarily wuseful for the purpose of the
surreptitious interception of wire, oral, or electronic
conmuni cati ons; or

(ii) any other electronic, mechanical, or other device,
where such advertisenment pronmpotes the use of such
devi ce for t he pur pose of t he surreptitious
i nterception of Wi re, oral, or el ectronic
comuni cati ons,

knowi ng or having reason to know that such advertisenent
will be sent through the mail or transported in interstate
or foreign comrerce

shall be fined not nore than $10,000 or inprisoned not nore than
five years, or both.

(2) 1t shall not be unlawful under this section for --

(a) a provider of wire or electronic comunication service or
an officer, agent, or enployee of, or a person under
contract with, such a provider, in the normal course of the
busi ness of providing that wire or electronic comunications
service, or

(b) an officer, agent, or enployee of, or a person under
contract with, the United States, a State, or a politica

subdi vi sion thereof, in the normal course of the activities
of the United States, a State, or a political subdivision
thereof, to send through the nmail, send or <carry in

interstate or foreign commerce, or manufacture, assenble,
possess, or sell any electronic, nechanical, or other device
knowi ng or having reason to know that the design of such
device renders it primarily useful for the purpose of the
surreptitious interception of wire, oral, or electronic
comuni cati ons.

_ 2513. Confiscation of wre, oral, or electronic comrmunication
i ntercepting devices

Any electronic, nechanical, or other device used, sent, carried,
manuf actured, assenbled, possessed, sold, or advertised in violation of
section 2511 or section 2512 of this chapter may be seized and forfeited to
the United States. Al provisions of lawrelating to (1) the seizure,
summary and judicial forfeiture, and condemation of vessels, vehicles,
nmer chandi se, and baggage for violations of the customs |aws contained in
title 19 of the United States Code, (2) the disposition of such vessels,
vehi cl es, nerchandise, and baggage or the proceeds fromthe sal e thereof,
(3) the rem ssion or mitigation of such forfeiture, (4) the conprom se of
clainms, and (5) the award of conpensation to inforners in respect of such
forfeitures, shall apply to seizures and forfeitures incurred, or alleged
to have been incurred, wunder the provisions of this section, insofar as
applicabl e and not inconsistent with the provisions of this section; except
that such duties as are inposed upon the collector of custons or any other



person wth respect to the seizure and forfeiture of vessels, vehicles,
nmer chandi se, and baggage under the provisions of the custons | aws contai ned
in title 19 of the United States Code shall be perforned with respect to
seizure and forfeiture of electronic, nechanical, or other intercepting
devi ces under this section by such officers, agents, or other persons as
may be authorized or designated for that purpose by the Attorney General

_ 2515. Prohibition of use as evidence of intercepted wire or ora
comuni cati ons

VWhenever any wire or oral comunication has been intercepted, no part
of the contents of such communicati on and no evi dence derived therefrom may
be received in evidence in any trial hearing, or other proceeding in or
before any court, grand jury, departnent, officer, agency, regul atory body,
| egislative commttee, or other authority of the United States, a State, or
a political subdivision thereof if the disclosure of that information would
be in violation of this chapter.

_ 2516. Aut hori zation for interception of wre, oral, or electronic
communi cati ons

(1) The Attorney General, Deputy Attorney General, Associate Attorney
CGeneral, any Assistant Attorney General, any acting Assistant
Attorney General, or any Deputy Assistant Attorney General in the
Criminal Division specially designated by the Attorney General,
may authorize an application to a Federal judge of conpetent
jurisdiction for, and such judge may grant in conformty wth
section 2518 of this chapter an order authorizing or approving
the interception of wire of oral communications by the Federa
Bur eau of I nvestigation, or a Feder al agency havi ng
responsibility for the investigation of the offense as to which
the application is nmade, when such interception may provide or
has provi ded evi dence of --

(a) any offense punishable by death or by inprisonnent for nore
than one year under sections 2274 through 2277 of title 42
of the United States Code (relating to the enforcenment of
the Atom c Energy Act of 1954), section 2284 of title 42 of
the United States Code (relating to sabotage of nuclear
facilities or fuel), or under the follow ng chapters of this
title: chapter 37 (relating to espionage), chapter 105
(relating to sabotage), chapter 115 (relating to treason),
chapter 102 (relating to riots), <chapter 65 (relating to
mal i ci ous m schief), chapter 111 (relating to destruction of
vessel s), or chapter 81 (relating to piracy);

(b) a violation of section 186 or section 501(c) of title 29,
United States Code (dealing with restrictions on paynents
and |oans to |abor organizations), or any offense which
i nvol ves murders, ki dnapping, robbery, or extortion, and
whi ch is punishable under this title;



(c)

(d)

(e)

any offense which is punishable under the follow ng sections
of this title: section 201 (bribery of public officials and
wi t nesses), section 224 (bribery in sporting contests),
subsection (d), (e), (f), (g), (h), or (i) of section 844
(unl awful use of explosives), section 1084 (transm ssion of
wagering information), section 751 (relating to escape),
sections 1503, 1512, and 1513 (influencing or injuring an
of ficer, juror, or witness generally), section 1510
(obstruction of «crinmnal investigations), section 1511
(obstruction of State or local law enforcenment), section
1751 (Presidential and Presidential staff assassination,
ki dnappi ng, and assault), section 1951 (interference wth
conmerce by threats or violence), section 1952 (interstate
and foreign travel or transportation in aid of racketeering
enterprises), section 1952A (relating to use of interstate
commerce facilities in the conm ssion of nmurder for hire),
section 1952B (relating to violent crines in aid of
racketeering activity), section 1954 (offer, acceptance, or
solicitation to influence operations of enployee benefit
plan), section 1955 (prohibition of business enterprises of
ganbl i ng), section 1956 (launderi ng of nonet ary
instrunents), section 1957 (relating to engaging in nonetary
transactions in property derived from specified unlawfu

activity), section 659 (theft frominterstate shipnent),
section 664 (enbezzl enent from pension and welfare funds),
section 1343 (fraud by wire, radio, or television), section
2252 or 2253 (sexual exploitation of children), sections
2251 and 2252 (sexual exploitation of <children), sections
2312, 2313, 2314, and 2315 (interstate transportation of
stolen property), the second section 2320 (relating to
trafficking in certain notor vehicles or notor vehicle
parts, section 1203 (relating to hostage taking), section
1029 (relating to fraud and related activity in connection
with access devices), section 3146 (relating to penalty for
failure to appear), section 3521(b)(3) (relating to wi tness
rel ocation and assistance), section 32 (relating to
destruction of aircraft or aircraft facilities), section
1963 (violations wth respect to racketeer influenced and
corrupt organi zations), section 115 (relating to threatening
or retaliating against a Federal official), the section in
chapter 65 relating to destruction of an energy facility,
and section 1341 (relating to nmail fraud), section 351
(violations with respect to congressional, Cabinet, or
Supreme Court assassinations, kidnapping, and assault),
section 831 (relating to prohibited transactions involving
nucl ear materials), section 33 (relating to destruction of
notor vehicles or notor vehicle facilities), or section 1992
(relating to wrecking trains);

any of fense involving counterfeiting punishable under
section 471, 472, or 473 of this title;

any offense involving fraud connected with a case under

title 11 or the manufacture, i mportati on, recei vi ng,
conceal nent, buying, selling, or otherwise dealing in
narcotic drugs, mar i huana, or other dangerous drugs,

puni shabl e under any | aw of the United States;



(2)

(3)

(f) any offense including extortionate credit transactions under
sections 892, 893, or 894 of this title;

(g) a violation of section 5322 of title 31, United States Code
(dealing with the reporting of currency transactions);

(h) any felony violation of sections 2511 and 2512 (relating to
i nterception and disclosure of certain comrunications and to
certain intercepting devices) of this title;

(i) any vi ol ation of section 1679a(c)(2) (relating to
destruction of a natural gas pipeline) or subsection (i) or
(n) of section 1472 (relating to aircraft piracy) of title
49, of the United States Code;

(j) any crimnal violation of section 2778 of title 22 (relating
to the Arns Export Control Act); or

(k) the location of any fugitive fromjustice froman offense
described in this section

(1) any conspiracy to commit any of the foregoing offenses.

The principal prosecuting attorney of any State, or the principa
prosecuting attorney of any political subdivision thereof, if
such attorney is authorized by a statute of that State to nake
application to a State court judge of conmpetent jurisdiction for
an order authorizing or approving the interception of wire, oral
or electronic communi cations, nmay apply to such judge for, and
such judge may grant in conformty with section 2518 of this
chapt er and with the applicable State statute an or der
aut horizing, or approving the interception of wre, oral, or
el ectronic communications by investigative or |aw enforcenent
officers having responsibility for the investigation of the
offense as to which the application is nade, when such
i nterception may provide or has provided evidence of the
conmi ssion of the offense of murder, Kkidnapping, ganbling,
robbery, bribery, extortion, or dealing in narcotic drugs,
mar i huana or other dangerous drugs, or other crinme dangerous to
life, |linmb, or property, and punishable by inprisonnent for nore
than one year, designated in any applicable State statute
aut hori zing such interception, or any conspiracy to conmit any of
t he foregoi ng of fenses.

Any attorney for the Government (as such termis defined for the
purposes of the Federal Rules of Crimnal Procedure) may
aut hori ze an application to a Federal judge of conpetent
jurisdiction for, and such judge may grant, in conformty wth
section 2518 of this title, or order authorizing or approving the
interception of electronic comunications by an investigative or
law enforcenent of ficer havi ng responsibility for the
i nvestigation of the offense to which the application is nuade,
when such interception may provide or has provided evidence of
any Federal felony.



_ 2517.
or

(1)

(2)

(3)

(4)

(5)

_ 2518,

Aut hori zation for disclosure and use of intercepted wire, oral,

el ectroni ¢ comuni cati ons

Any investigative or |aw enforcenent officer who, by any neans
authorized by this chapter, has obtained know edge of the
contents of any wire, oral, or electronic conmunication, or
evi dence derived therefrom nay disclose such contents to anot her
i nvestigative or |aw enforcement officer to the extent that such
disclosure is appropriate to the proper performance of the
of fici al duties of the officer mmking or receiving the
di scl osure

Any investigative or |aw enforcenment officer who, by any neans
authorized by this chapter, has obtained know edge of the
contents of any wire, oral, or electronic comunication or
evi dence derived therefromany use such contents to the extent
such use is appropriate to the proper performance of his officia
duti es.

Any person who has received, by any neans authorized by this
chapter, any information concerning a wire, oral, or electronic
conmuni cation, or evidence derived therefrom intercepted in
accordance wi th the provisions of this chapter may di sclose the
contents of that communication or such derivative evidence while
giving testinony under oath or affirnmation in any proceeding held
under the authority of the United States or of any State or
political subdivision thereof.

No ot herwi se privileged wire, oral, or electronic comrunication
intercepted in accordance wth, or in violation of, the
provi sions of this chapter shall lose its privileged character.

VWhen an investigative or |aw enforcenent officer, while engaged
inintercepting wire, oral, or electronic comunications in the
manner authorized herein, intercepts wire, oral, or electronic
conmuni cations relating to offenses other than those specified in
t he order of authorization or approval, the contents thereof, and
evi dence derived therefrom rmay be disclosed or used as provided
in subsections (1) and (2) of this section. Such contents and
any evidence derived therefrom may be used under subsection (3)
of this section when authorized or approved by a judge of
conpetent jurisdiction where such judge finds on subsequent
application that the contents were otherwise intercepted in
accordance with the provisions of this chapter. Such application
shal | be nade as soon as practicable.

Procedure for interception of wre, oral, or electronic

conmmuni cati ons

(1)

Each application for an order authorizing or approving the
interception of a wire, oral, or electronic communication under
this chapter shall be nade in witing upon oath or affirnmation to
a judge of conpetent jurisdiction and shall state the applicant's
authority to nmke such application. Each application shal



(2)

(3)

i nclude the follow ng infornmation:

(a) the identity of the investigative or |aw enforcement officer
making the application, and the officer authorizing the
application;

(b) a full and conplete statement of the facts and circunstances
relied upon by the applicant, to justify his belief that an
order should be issued, including (i) details as to the
particul ar of fense that has been, is being, or is about to
be conmitted, (ii) except as provided in subsection (11), a
particular description of the nature and location of the
facilities fromwhich or the place where the comrunication
is to be intercepted, (iii) a particular description of the
type of communi cations sought to be intercepted, (iv) the
identity of the person, if known, commtting the offense and
whose conmuni cations are to be intercepted;

(c) a full and conplete statement as to whether or not other
i nvestigative procedures have been tried and failed or why
t hey reasonably appear to be unlikely to succeed if tried or
to be too dangerous;

(d) a statenment of the period of tine for which the interception
is required to be rmaintained. If the nature of the
i nvestigation is such t hat t he aut hori zation for
interception should not automatically terminate when the
descri bed type of conmunication has been first obtained, a
particul ar description of facts establishing probable cause
to believe that additional conmunications of the sane type
wi |l occur thereafter

(e) a full and conplete statenent of the facts concerning al
previous applications known to the individual authorizing
and maki ng the application, nmade to any judge for
aut horization to intercept, or for approval of interceptions
of, wre, oral, or electronic comunications involving any
of the sane persons, facilities or places specified in the
application, and the action taken by the judge on each such
application; and

(f) where the application is for the extension of an order, a
statement setting forth the results thus far obtained from
the interception, or a reasonable explanation of the failure
to obtain such results.

The judge may require the applicant to furnish additiona
testimony or docunentary evidence in support of the application.

Upon such application the judge may enter an ex parte order, as
requested or as nodified, authorizing or approving interception
of wire, oral, or electronic comunications wthin t he
territorial jurisdiction of the court in which the judge is
sitting (and outside that jurisdiction but within the United
States in the case of a nobile interception device authorized by
a Federal court wthin such jurisdiction), if the judge
determ nes on the basis of the facts submtted by the applicant



(4)

that --

(a) there is probable cause for belief that an individual is
conmitting, has comitted, or is about to commit a
particular offense enunmerated in section 2516 of this
chapter;

(b) there is probabl e cause for  brief t hat particul ar
conmuni cati ons concerning that offense wll be obtained

t hrough such interception;

(c) normal investigative procedures have been tried and have
failed or reasonably appear to be unlikely to succeed if
tried or to be too dangerous;

(d) except as provided in subsection (11), there is probable
cause for belief that the facilities from which, or the
pl ace where the wire, oral, or electronic conmunications are
to be intercepted are being used, or are about to be used,
in connection with the comm ssion of such offense, or are
| eased to, listed in the nane of, or comonly used by such
per son.

Each order authorizing or approving the interception of any wire,

oral, or electronic communication under this chpater shal
specify --
(a) the identity of the person, if known, whose comunications

are to be intercepted,;

(b) the nature and location of the conmunications facilities as
to which, or the place where, authority to intercept is
gr ant ed;

(c) a particular description of the type of conmunication sought
to be intercepted, and a statenent of the particular offense
to which it rel ates;

(d) the identity of the agency authorized to intercept the
conmuni cat i ons, and of the person aut hori zi ng the
application; and

(e) the period of time during which such interception is
aut horized, including a statenent as to whether or not the
i nterception shal | automatically term nate when the
descri bed comuni cati on has been first obtained.

An order authorizing the interception of a wre, oral, or
el ectroni ¢ comuni cati on under this chapter shall, wupon request
of the applicant, direct that a provider of wire or electronic
conmuni cati on service, |landlord, custodian or other person shal

furnish the applicant forthwith all information, facilities, and
techni cal assistance necessary to acconplish the interception
unobtrusively and with a mnimm of interference with the
services that such service provider, l|andlord, custodian, or
person is according the person whose comuni cations are to be
i nt ercept ed. Any provider of wire or electronic comrunication



(5)

(6)

(7)

service, landlord, custodian or other person furnishing such
facilities or technical assistance shall be conpensated therefor
by the applicant for reasonabl e expenses incurred in providing
such facilities or assistance.

No order entered under this section may authorize or approve the
interception of any wire, oral, or electronic conmunication for
any period |onger than is necessary to achieve the objective of
t he authorization nor in any event |longer than thirty days. Such
thirty-day period begins on the earlier of the day on which the
i nvestigative or |aw enforcement officer first begins to conduct
an interception under the order or ten days after the order is
ent er ed. Extensi ons of an order may be granted, but only upon
application for an extension made in accordance with subsection
(1) of this section and the court making the findings required by
subsection (3) of this section. The period of extension shall be
no |longer than the authorizing judge deenms necessary to achieve
t he purposes for which it was granted and in no event for | onger
than thirty days. Every order and extension thereof shal
contain a provision that the authorization to intercept shall be
executed as soon as practicable, shall be conducted in such a way
as to mnimze the interception of comruni cations not otherw se
subject to interception under this chapter, and nmust termninate
upon attai nment of the authorized objective, or in any event in
thirty days. In the event the intercepted comunication is in a
code or foreign |anguage, and an expert in that foreign | anguage
or code is not reasonably available during the interception
period, mininzation may be acconplished as soon as practicable
after such interception. An interception under this chapter may
be conducted in whole or in part by Government personnel, or by
an individual operating under a contract with the Governnent,
acting under the supervision of an investigative or | aw
enforcenent officer authorized to conduct the interception.

Whenever an order authorizing interception is entered pursuant to
this chapter, the order nmay require reports to be nade to the
judge who issued the order showi ng what progress has been nmade
toward achievement of the authorized objective and the need for
continued interception. Such reports shall be made at such
intervals as the judge may require.

Notwi t hstanding any other provision of this chapter, any
i nvestigative or |aw enforcenent officer, specially designated by
the Attorney Ceneral, the Deputy Attorney General, the Associate
Attorney GCeneral or by the principal prosecuting attorney of any
State or subdivision thereof acting pursuant to a statute of that
State, who reasonably determ nes that --

(a) an emergency situation exists that involves --

(i) immediate danger of death or serious physical injury to
any person;

(ii) conspiratorial activities threatening the nati ona
security interest; or

(iii) conspiratorial activities characteristic of organized



(8)

crime,

that requires a wire, oral, or electronic conmunication to
be intercepted before an order authorizing such interception
can, with due diligence, be obtained, and

(b) there are grounds upon which an order could be entered under
this chapter to authorize such interception,

may intercept such wire, oral, or electronic comunication if an
application for an order approving the interceptionis nade in
accordance with this section within forty-eight hours after the

i nterception has occurred, or begins to occur. |In the absence of
an order, such interception shall inmediately term nate when the
conmuni cati on sought is obtained or when the application for the
order is denied, whichever is earlier. In the event such

application for approval is denied, or in any other case where
the interception is termnated without an order having been
i ssued, the contents of any wre, oral, or el ectronic
conmuni cati on intercepted shall be treated as having been
obtained in violation of this chapter, and an inventory shall be
served as provided for in subsection (d) of this section on the
person named in the application.

(a) The contents of any wire, oral, or electronic comrunication
intercepted by any neans authorized by this chapter shall
if possible, be recorded on tape or wire or other conparable
device. The recording of the contents of any wire, oral, or
el ectroni ¢ comruni cati on under this subsection shall be done
in such way as will protect the recording from editing or
other alterations. | mredi ately upon the expiration of the
period of the order, or extensions thereof, such recordings
shal |l be nade available to the judge issuing such order and
sealed under his directions. Custody of the recordings
shall be wherever the judge orders. They shall not be
destroyed except upon an order of the issuing or denying
judge and in any event shall be kept for ten years.
Duplicate recordings nay be nade for use or disclosure
pursuant to the provisions of subsections (1) and (2) of
section 2517 of this chapter for investigations. The
presence of the seal provided for by this subsection, or a
sati sfactory explanation for the absence thereof, shall be a
prerequisite for the use or disclosure of the contents of
any wre, oral, or electronic conmunication or evidence
derived therefrom under subsection (3) of section 2517.

(b) Applications nmde and orders granted wunder this chapter
shall be sealed by the judge. Cust ody of the applications
and orders shall be wherever the judge directs. Such
applications and orders shall be disclosed only upon a
showi ng of good cause before a judge of conpet ent
jurisdiction and shall not be destroyed except on order of
the issuing or denying judge, and in any event shall be kept
for ten years.

(c) Any violation of the provisions of this subsection may be
puni shed as contenpt of the issuing or denying judge.



(9)

(d) Wthin a reasonable time but not later than ninety days
after the filing of an application for an order of approva
under section 2518(7)(b) which is denied or the term nation
of the period of an order or extensions thereof, the issuing
or denying judge shall cause to be served, on the persons
naned in the order or the application, and such other
parties to intercepted comrunications as the judge nay
determine in his discretion that is in the interest of
justice, and inventory which shall include notice of --

(1) the fact of the entry of the order or the application

(2) the date of the entry and the period of authorized,
approved or di sapproved interception, or the denial of
t he application; and

(3) the fact that during the period wre, oral, or
el ectroni ¢ communi cati ons were or were not intercepted.

The judge, wupon the filing of a nmotion, nmay in his
di scretion nake avail able to such person or his counsel for
i nspection such portions of the intercepted conmunications,
applications and orders as the judge determines to be in the
interest of justice. On an ex parte show ng of good cause
to a judge of conpetent jurisdiction the serving of the
i nventory required by this subsection may be postponed.

The contents of any wire, oral, or electronic comrmunication
i ntercepted pursuant to this chapter or evidence derived
therefrom shall not be received in evidence or otherw se

di sclosed in any trial, hearing, or other proceeding in a Federa
or State court unless each party, not less then ten days before
the trial, hearing, or proceeding, has been furnished with a copy
of the court order, and acconpanying application, under which the
i nterception was authorized or approved. This ten-day period may
be waived by the judge if he finds that it was not possible to
furnish the party with the above information ten days before the
trial, hearing, or proceeding and that the party will not be
prejudi ced by the delay in receiving such information.

(10) (a) Any aggrieved person in any trial, hearing, or proceeding in

or before any court, departnment, officer, agency, regulatory
body, or other authority of the United States, a State, or a
political subdivision thereof, may nove to suppress the
contents of any wire, oral, or electronic comrmunication
intercepted pursuant to this chapter, or evidence derived
therefrom on the grounds that --

(i) the communication was unlawfully intercepted;

(ii) the order of authorization or approval under which it
was intercepted is insufficient on its face; or

(iii) the interception was not nade in conformty with the
order of authorization or approval.



(11)

(b)

(c)

The

Such motion shall be nade before the trial, hearing, or
proceeding unless there was no opportunity to mmke such
motion or the person was not aware of the grounds of the

not i on. If the motion is granted, the contents of the
intercepted wre, oral, or electronic conmunication, or
evi dence derived therefrom shall be treated as havi ng been
obtained in violation of this chapter. The judge, upon the

filing of such notion by the aggrieved person, may in his
di scretion nake available to the aggrieved person or his
counsel for inspection such portions of the intercepted
conmuni cation or evidence derived therefromas the judge
determnes to be in the interests of justice.

In addition to any other right to appeal, the United States
shall have the right to appeal froman order granting a
noti on to suppress nade under paragraph (a) of this
subsection, or the denial of an application for an order of
approval, if the United States attorney shall certify to the
judge or other official granting such notion or denying such
application that the appeal is not taken for purposes of
del ay. Such appeal shall be taken within thirty days after
the date the order was entered and shall be diligently
prosecut ed.

The renedi es and sanctions described in this chapter wth
respect to the interception of electronic conmunications are
t he only j udi ci al renedi es and sanctions for
nonconstitutional violations of this chapter involving such
conmuni cat i ons.

requi renents of subsections (1)(b)(ii) and (3)(d) of this

section relating to the specification of the facilities from
whi ch, or the place where, the comunication is to be intercepted
do not apply if --

(a)

(b)

in the case of an application with respect to the
i nterception of an oral conmunication --

(i) the application is by a federal investigative or |aw
enforcenent officer and is approved by the Attorney
CGeneral, the Deputy Attorney General, the Associate
Attorney General, an Assistant Attorney General, or an
acting Assistant Attorney General

(ii) the application contains a full and conplete statenent
as to why such specificationis not practical and
identifies the person comitting the offense and whose
conmuni cati ons are to be intercepted; and

(iii) the judge finds that such specification is not
practical; and

in the case of an application with respect to a wre or
el ectroni ¢ comunication --

(iv) the application is by a Federal investigative or |aw
enforcenent officer and is approved by the Attorney



CGeneral, the Deputy Attorney General, the Associate
Attorney General, an Assistant Attorney General, or an
acting Assistant Attorney General

(v) the application identifies the person believed to be
conmitting the offense and whose comruni cations are to
be intercepted and the applicant nakes a showing of a
pur pose, on the part of that person, to thwart
i nterception by changing facilities; and

(vi) the judge finds that such purpose has been adequately
shown.

(12) An interception of a comrunication under an order with respect to

_ 2510.

which the requirenents of subsections (1)(b)(ii) and (3)(d) of
this section do not apply by reason of subsection (11) shall not
begin until the facilities fromwhich, or the place where, the
conmuni cation is to be intercepted is ascertained by the person
i mpl enenting the interception order. A provider of wre or
el ectronic comunications service that has received an order as
provided for in subsection (11)(b) nmay nove the court to nodify
or quash the order on the ground that its assistance with respect
to the interception cannot be performed in a timely or reasonable
f ashi on. The court, upon notice to the government, shall decide
such a notion expeditiously.

Reports concerning intercepted wre, oral, or electronic

conmmuni cati ons

(1)

Wthin thirty days after the expiration of an order (or each
ext ension thereof) entered under section 2518, or the denial of
an order approving an interception, the issuing or denying judge
shall report to the Administrative Ofice of the United States
Courts --

(a) the fact that an order or extension was applied for;

(b) the kind of order or extension applied for (including
whet her or not the order was an order with respect to which
the requirements of sections 2518(1)(b)(ii) and 2518(3)(d)
of this title did not apply by reason of section 2518(11) of
this title);

(c) the fact that the order or extension was granted as applied
for, was nodified, or was denied;

(d) the period of interceptions authorized by the order, and the
nunber and duration of any extensions of the order

(e) the offense specified in the order or application, or
extensi on of an order

(f) the identity of the applying investigative or | aw
enforcenent officer and agency making the application and
t he person authorizing the application; and



(2)

(3)

(g) the nature of the facilities fromwhich or the place where
conmuni cati ons were to be intercepted.

In January of each year the Attorney General, an Assistant
Attorney General specially designated by the Attorney Ceneral, or
the principal prosecuting attorney of a State, or the principa
prosecuting attorney for any political subdivision of a State,
shall report to the Administrative Office of the United States
Courts--

(a) the information required by paragraphs (a) through (g) of
subsecti on (1) of this section wth respect to each
application for an order or extension made during the
precedi ng cal endar year

(b) a general description of the interceptions nmade under such
order or extension, including (i) the approximte nature and
frequency of incrimnating communications intercepted, (ii)
t he approxi mate nature and frequency of other conmunications
intercepted, (iii) the approxinmate nunber of persons whose
conmuni cations were intercepted, and (iv) the approximte
nature, anmount, and cost of the manpower and ot her resources
used in the interceptions;

(c) the nunmber of arrests resulting from interceptions mnade
under such order or extension, and the offenses for which
arrests were nade;

(d) the nunber of trials resulting fromsuch interceptions;

(e) the nunber of notions to suppress nade with respect to such
i nterceptions, and the number granted or deni ed,;

(f) the nunber of convictions resulting fromsuch interceptions
and the of fenses for which the convictions were obtained and
a general assessnment of the inmportance of the interceptions;
and

(g) the information required by paragraphs (b) through (f) of
this subsection wth respect to orders or ext ensi ons
obtained in a preceding cal endar year

In April of each year the Director of the Adnministrative Ofice
of the United States Courts shall transmt to the Congress a ful

and conplete report concerning the nunber of applications for
orders authorizing or approving the interception of wire, oral,
or electronic comrunications pursuant to this chapter and the
nunber of orders and extensions granted or denied pursuant to

this chapter during the preceding cal endar year. Such report
shall include a summary and anal ysis of the data required to be
filed with the Admnistrative Ofice by subsections (1) and (2)
of this section. The Director of the Admnistrative Ofice of

t he United States Courts is authorized to issue bi ndi ng
regul ations dealing with the content and formof the reports
required to be filed by subsections (1) and (2) of this section.



_2520.

(a)

(b)

(c)

Recovery of civil damages authorized

IN GENERAL. - - Except as provided in section 2511(2)(a)(ii), any
person whose Wwire, oral, or electronic comrmunication is
intercepted, disclosed, or intentionally used in violation of
this chapter may in a civil action recover fromthe person or
entity which engaged in that violation such relief as may be
appropri ate.

RELIEF.--In an action under this section, appropriate relief
i ncl udes- -

(1) such prelimnary and other equitable or declaratory relief
as may be appropri ate;

(2) damages wunder subsection (c) and punitive danages in
appropriate cases; and

(3) a reasonable attorney's fee and other |litigation costs
reasonably i ncurred.

COVPUTATI ON OF DAMAGES. - -

(1) 1In an action under this section, if the conduct in violation
of this chapter is the private viewing of a private
satellite video comrunication that is not scranbled or
encrypted or if the comrunication is a radio communication
that is transmitted on frequencies allocated under subpart D
of part 74 of +the rules of the Federal Comunications
Conmission that 1is not scranbled or encrypted and the
conduct is not for a tortious or illegal purpose or for
purposes of direct or indirect comercial advantage or
private comercial gain, then the court shall assess danages
as follows:

(A If the person who engaged in that conduct has not
previ ously been enjoi ned under section 2511(5) and has
not been found liable in a prior civil action under
this section, the court shall assess the greater of the
sum of actual danmages suffered by the plaintiff, or
statutory damages of not |ess than $50 and not nore
t han $500.

(B) I1f, on one prior occasion, the person who engaged in
t hat conduct has been enjoi ned under section 2511(5) or

has been found liable in a civil action under this
section, the court shall assess the greater of the sum
of actual damages suffered by the plaintiff, or
statutory damages of not |less than $100 and not nore
t han $1, 000.

(2) In any other action under this section, the court may
assess as danmges whi chever is the greater of--

(A) the sumof the actual damages suffered by the plaintiff



and any profits nmade by the violator as a result of the
violation; or

(B) statutory damages of whichever is the greater of $100 a
day for each day of violation or $10, 000.

(d) DEFENSE.--A good faith reliance on--

(1) a court warrant or order, a grand jury subpoena, a
| egi sl ative authorization, or a statutory authorization;

(2) a request of an investigative or law enforcenent officer
under section 2518(7) of this title; or

(3) a good faith determination that section 2511(3) of this
title permtted the conduct conpl ai ned of;

is a conplete defense against any civil or crinmnal action
brought under this chapter or any other |aw

(e) LIMTATION.--A civil action under this section may not be
conmenced later than two years after the date wupon which the
claimant first has a reasonable opportunity to discover the
vi ol ati on.

_ 2521. I njunction against illegal interception

Whenever it shall appear that any person is engaged or is about to
engage in any act which constitutes or will constitute a felony violation
of this chapter, the Attorney General nay initiate a civil action in a
district court of the United States to enjoin such violation. The court
shall proceed as soon as practicable to the hearing and determ nation of
such an action, and may, at any tinme before final determi nation, enter such
a restraining order or prohibition, or take such other action, as is
warranted to prevent a continuing and substantial injury to the United
States or to any person or class of persons for whose protection the action
is brought. A proceedi ng under this section is governed by the Federa
Rul es of Civil Procedure, except that, if an indictnment has been returned
against the respondent, discovery is governed by the federal Rules of
Crimnal Procedure.

CHAPTER 121- STORED W RE AND ELECTRONI C COVMUNI CATI ONS AND TRANSACTI ONAL
RECORDS ACCESS

Sec.
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2710. Def

transacti onal records.
nitions

2701. Unl awful access to stored conmuni cati ons

(a)

(b)

(c)

_2702. Di

(a)

OFFENSE. - - Except as provided in subsection (c) of this section
whoever - -

(1) intentionally accesses wthout authorization a facility
t hr ough which an electronic comunication service is
provi ded; or

(2) intentionally exceeds an authorization to access that
facility;

and thereby obtains, alters, or prevents authorized access to a
wire or electronic conmunication while it is in electronic
st or age in such system shall be punished as provided in
subsection (b) of this section

PUNI SHMENT. - - The puni shment for an offense under subsection (a)
of this section is-

(1) if the offense is commtted for purposes of comercia
advantage, numlicious destruction or danmage, or private
conmer ci al gai n--

(A) a fine of not nore than $250,000 or inprisonnent for
not nmore than one year, or both, in the case of a first
of fense under this subparagraph; and

(B) a fine under this title or inprisonnent for not nore
than two years, or both, for any subsequent offense
under this subparagraph; and

(2) a fine of not nmore than $5,000 or inprisonnent for not nore
than six nonths, or both, in any other case.

EXCEPTI ONS. - - Subsection (a) of this section does not apply wth
respect to conduct authorized--

(1) by the person or entity providing a wire or electronic
communi cati ons service

(2) by a user of that service with respect to a comunication of
or intended for that user; or

(3) in section 2703, 2704 or 2518 of this title.

scl osure of contents

PROHI Bl TI ONS. - - Except as provided in subsection (b)--



(1) a person or entity providing an electronic comrunication
service to the public shall not know ngly divulge to any
person or entity the contents of a conmunication while in
el ectronic storage by that service; and

(2) a person or entity providing renpte conputing service to the
public shall not knowi ngly divulge to any person or entity
the contents of any conmmunication which is carried or
mai nt ai ned on that service--

(A) on behalf of, and received by neans of electronic
transm ssion from (or created by neans of conputer
processing of conmunications received by nmeans of
el ectronic transm ssion from, a subscriber or customer
of such service; and

(B) solely for the purpose of providing storage or conputer
processi ng services to such subscriber or custoner, if
the provider is not authorized to access the contents
of any such comunications for purposes of providing
any services other than storage or computer processing.

(b) EXCEPTIONS.-- A person or entity may divulge the contents of a
communi cati on- -

(1) to an addressee or intended recipient of such comruni cation
or an agent of such addressee or intended recipient;

(2) as otherwi se authorized in section 2516, 2511(2)(a), or 2703
of this title;

(3) with the lawful consent of the originator or an addressee or
i ntended reci pient of such comruni cation, or the subscriber
in the case of renote computing service;

(4) to a person enployed or authorized or whose facilities are
used to forward such communication to its destination

(5) as my be necessarily incident to the rendition of the
service or to the protection of the rights or property of
t he provider of that service; or

(6) to a law enforcenment agency, if such contents--

(A) were inadvertently obtained by the service provider; and

(B) appear to pertain to the conm ssion of a crine.

_2703. Requirenents for governnental access

(a) CONTENTS OF ELECTRONI C COVMUNI CATI ONS I N ELECTRONI C STORAGE. -- A
governmental entity may require the disclosure by a provider of
el ectroni ¢ comuni cation service of the contents of an electronic
conmuni cation, that is in electronic storage in an electronic
conmuni cati ons system for one hundred and ei ghty days or |ess,



only pursuant to a warrant issued under the Federal Rules of
Crimnal Procedure or equivalent State warrant. A gover nnent a
entity may require the disclosure by a provider of electronic
conmuni cat i ons services of the contents of an el ectronic
conmuni cati on that has been in electronic storage in an
el ectronic comunications systemfor nore than one hundred and
ei ghty days by the neans avail abl e under subsection (b) of this
secti on.

(b) CONTENTS OF ELECTRONIC COVMMUNI CATIONS IN A REMOTE COWPUTI NG
SERVI CE. - -

(1) A governmental entity may require a provider of renpte
conputing service to disclose the contents of any electronic
conmuni cation to which this paragraph is nade applicable by
paragraph (2) of this subsection--

(A) wthout required notice to the subscriber or customer,
if the governnental entity obtains a warrant issued
under the Federal Rules of Criminal Procedure or
equi val ent State warrant; or

(B) with prior notice fromthe governnental entity to the
subscriber or custoner if the governmental entity--

(i) wuses an admnistrative subpoena authorized by a
Federal or State statute or a Federal or State
grand jury subpoena; or

(ii) obtains a court order for such disclosure under
subsection (d) of this section

except that delayed notice may be given pursuant to
section 2705 of this title.

(2) Paragraph (1) is applicable with respect to any electronic
conmuni cation that is held or maintained on that service--

(A) on behalf of, and received by neans of electronic
transm ssion from (or created by neans of conputer
processing of conmmunications received by nmeans of
el ectronic transm ssion from, a subscriber or custoner
of such renote conputing service; and

(B) solely for the purpose of providing storage or conputer
processi ng services to such subscriber or custoner, if
the provider is not authorized to access the contents
of any such comunications for purposes of providing
any services other than storage or computer processing.

(c) RECORDS CONCERNING ELECTRONIC COVMMUNI CATION SERVICE OR REMOTE

COWPUTI NG SERVI CE. - -

(1) (A Except as provided in subparagraph (B), a provider of
el ectronic comunication service or renmote conputing
service nay disclose arecord or other information
pertaining to a subscriber to or custoner of such
service (not including the contents of conmunications



(d)

(e)

covered by subsection (a) or (b) of this section) to
any person other than a governnental entity.

(B) A provider of electronic conmunication service or
renote conputing service shall disclose a record or
other infornmation pertaining to a subscriber to or
customer of such service (not including the contents of
conmuni cati ons covered by subsection (a) or (b) of this
section) to a governmental entity only when the
governnmental entity--

(i) wuses an admnistrative subpoena authorized by a
Federal or State statute, or a Federal or State
grand jury subpoena;

(ii) obtains a warrant issued under the Federal Rules
of Crimnal Procedure or equivalent State warrant;

(iii) obtains a court order for such disclosure under
subsection (d) of this section; or

(iv) has the consent of the subscriber or custoner to
such discl osure

(2) A governnental entity receiving records or information under
this subsection is not required to provide notice to a
subscri ber or custoner.

REQUI REMENTS FOR COURT ORDER -- A court order for disclosure
under subsection (b) or (c) of this section shall issue only if
the governnental entity shows that there is reason to believe the
contents of a wire or electronic commnication, or the records or
other information sought, are relevant to a legitimte |aw
enforcenent inquiry. In the case of a State governmental
authority, such a court order shall not issue if prohibited by
the I aw of such State. A court issuing an order pursuant to this
section, on a notion nade pronptly by the service provider, may
gquash or nodify such order, if the information or records
requested are unusually volum nous in nature or conpliance wth
such order otherwise would cause an undue burden on such
provi der.

NO CAUSE OF ACTION AGAINST A PROVI DER DI SCLOSI NG | NFORVATI ON
UNDER THI S CHAPTER -- No cause of action shall lie in any court
agai nst any provider of wire or electronic comunication service,
its officers, enployees, agents, or other specified persons for
providing information, facilities, or assistance in accordance
with the terms of a court order, war r ant , subpoena, or
certification under this chapter.

_ 2704. Backup preservation

(a)

BACKUP PRESERVATI ON. - -



(1)

(2)

(3)

(4)

(5)

A governnmental entity acting under section 2703(b)(2) may
include in its subpoena or court order a requirenment that
the service provider to whomthe request is directed create
a backup copy of the contents of t he el ectronic

conmuni cat i ons sought in or der to preserve t hose
conmuni cati ons. W t hout notifying the subscriber or
customer of such subpoena or court order, such service
provi der shall create such backup copy as soon as
practicable consistent with its regul ar business practices
and shall <confirm to the governnental entity that such
backup copy has been nade. Such backup copy shall be

created within two business days after receipt by the
service provider of the subpoena or court order

Notice to the subscriber or custonmer shall be nmade by the
governmental entity within three days after receipt of such
confirmation, wunless such notice is delayed pursuant to
section 2705(a).

The service provider shall not destroy such backup copy
until the later of--

(A) the delivery of the information; or

(B) the resolution of any proceedings (including appeal s of
any proceedi ng) concerning the government's subpoena or
court order.

The service provider shall rel ease such backup copy to the
requesting governnental entity no sooner than fourteen days
after the governnental entity's notice to the subscriber or
customer if such service provider--

(A) has not received notice fromthe subscriber or custoner
that the subscriber or custoner has challenged the
governmental entity's request; and

(B) has not initiated proceedings to challenge the request
of the governmental entity.

A governnental entity may seek to require the creation of a
backup copy under subsection (a)(1l) of this section if in
its sole discretion such entity determines that there is
reason to believe that notification under section 2703 of
this title of the existence of the subpoena or court order
may result in destruction of or tanpering wth evidence.
This determnation is not subject to challenge by the
subscriber or custoner or service provider.

(b) CUSTOMER CHALLENGES. - -

(1)

Wthin fourteen days after notice by the governnental entity
to the subscriber or customer under subsection (a)(2) of
this section, such subscriber or customer nmay file a notion
to quash such subpoena or vacate such court order, wth
copies served upon the governnental entity and with witten
noti ce of such challenge to the service provider. A notion



(2)

(3)

(4)

(5)

to vacate a court order shall be filed in the court which

i ssued such order. A motion to quash a subpoena shall be
filed in the appropriate Unites States district court or
State court. Such motion or application shall contain an

affidavit or sworn statenent--

(A) stating that the applicant is a customer or subscriber
to the service fromwhich the contents of electronic
conmuni cati ons mai ntai ned for himhave been sought; and

(B) stating the applicant's reasons for believing that the
records sought are not relevant to a legitimte |aw
enf or cenent inquiry or that there has not been
substantial conmpliance with the provisions of this
chapter in sonme other respect.

Service shall be nade under this section upon a governnenta

entity by delivering or mailing by registered or certified
mail a copy of the papers to the person, office, or
department specified in the notice which the customer has
recei ved pursuant to this chapter. For the purposes of this
section, the term"delivery" has the meaning given that term
in the Federal Rules of Civil Procedure

If the court finds that the customer has conplied wth
paragraphs (1) an (2) of this subsection, the court shal
order the governnmental entity to file a sworn response,
which may be filed in canera if the governmental entity
includes in its response the reasons which make in canera
revi ew approri ate. If the court is unable to determ ne the
notion or application on the basis of the parties' initia
al l egations and response, the court nmay conduct such
addi tional proceedings as it deens appropriate. Al such
proceedi ngs shall be conpleted and the notion or application
decided as soon as practicable after the filing of the
governmental entity's response.

If the court finds that the applicant is not the subscriber
or custoner for whom the conmunications sought by the
governmental entity are mmintained, or that there is a
reason to believe that the law enforcenment inquiry is
legitimate and that the communications sought are relevant
to that inquiry, it shall deny the notion or application and
order such process enforced. If the court finds that the
applicant is the subscriber or custoner for whom the
conmuni cati ons sought by the governnental entity are
mai ntai ned, and that there is not a reason to believe that
the communications sought are relevant to a legitimte |aw
enforcenent inquiry, or that there has not been substantia
conpliance with the provisions of this chapter, it shal
order the process quashed.

A court order denying a notion or application under this
section shall not be deened a final order and no
interlocutory appeal may be taken therefrom by the custoner.



2705,

(a)

Del ayed noti ce

DELAY OF NOTI FI CATI ON. - -

(1)

(2)

(3)

(4)

(5)

A governnmental entity acting under section 2703(b) of this
title may--

(A) where a court order is sought, include in the
application a request, which the court shall grant, for
an order delaying the notification required under
section 2703(b) of this title for a period not to
exceed ninety days, if the court determines that there
is reason to believe that notification of the existence
of the court order may have an adverse result described
i n paragraph (2) of this subsection; or

(B) where an admnistrative subpoena authorized by a
Federal or State statute or a Federal or State grand
jury subpoena is obtained, delay the notification
required under section 2703(b) of this title for a
period not to exceed ninety days upon the execution of
a witten certification of a supervisory official that
there is reason to believe that notification of the
exi stence of the subpoena nay have an adverse result
descri bed in paragraph (2) of this subsection

An adverse result for the purposes of paragraph (1) of this
subsection is--

(A) endangering t he life or physical safety of an
i ndi vi dual

(B) flight from prosecution;
(C destruction of or tanpering with evidence;
(D) intimdation of potential wtnesses; or

(E) otherwise seriously jeopardizing an investigation or
unduly delaying a trial

The governnental entity shall mintain a true copy of
certification under paragraph (1)(B).

Ext ensi ons of the delay of notification provided in section
2703 of up to ninety days each may be granted by the court
upon application, or by certification by a governmental
entity, but only in accordance wi th subsection (b) of this
section.

Upon expiration of the period of delay of notification under
paragraph (1) or (4) of this subsection, the governmental
entity shall serve upon, or deliver by registered or first-
class nmail to, the customer or subscriber a copy of the
process or request together with notice that--



(A) states with reasonable specificity the nature of the
| aw enforcenent inquiry; and

(B) infornms such custoner or subscriber--

(i) that information nmaintained for such custoner or
subscriber by the service provider named in such
process or request was supplied to or requested by
that governmental authority and the date on which
t he supplying or request took place;

(ii) that notification of such customer or subscriber
was del ayed,;

(iii) what governnental entity or court nmnade the
certification or determ nation pursuant to which
t hat del ay was nmde; and

(iv) which provision of this chapter allowed such del ay.

(6) As used in this subsection, the term"supervisory official"
nmeans the investigative agent in charge or assistant
investigative agent in charge or an equivalent of an
i nvestigating agency's headquarters or regional office, or
the chief prosecuting attorney or the first assistant
prosecuting attorney or an equivalent of a prosecuting
attorney's headquarters or regional office.

(b) PRECLUSION OF NOTICE TO SUBJECT OF GOVERNMENTAL ACCESS.-- A
governmental entity acting under section 2703, when it is not
required to notify the subscriber or custoner under section
2703(b) (1), or to the extent that it nay delay such notice
pursuant to subsection (a) of this section, may apply to a court
for an order commandi ng a provider of electronic comrunications
service or renote conputing service to whoma warrant, subpoena,
or court order is directed, for such period as the court deens
appropriate, not to notify any other person of the existence of
the warrant, subpoena, or court order. The court shall enter
such an order if it determines that there is reason to believe
that notification of the existence of the warrant, subpoena, or
court order will results in--

(1) endangering the Iife or physical safety of an individual
(2) flight fromprosecution

(3) destruction of or tanpering with evidence;

(4) intimdation of potential wtnesses; or

(5) otherwise seriously jeopardizing an investigation or unduly
delaying a trial

_ 2706. Cost rei mbursenent



(a)

(b)

(c)

_2707.

(a)

(b)

(c)

PAYMENT. - - Except as otherwi se provided in subsection (c), a
governmental entity obtaining the contents of conmmunications,
records, or other information under section 2702, 2703, or 2704
of this title shall pay to the person or entity assenbling or
providing such information a fee for reinbursenment for such costs
as are reasonably necessary and whi ch have been directly incurred
in searching for, assenbling, reproducing, or otherw se providing
such informtion. Such reinbursable costs shall include any
costs due to necessary disruption of normal operations of any
el ectronic comunication service or renpte conputing service in
whi ch such infornmati on may be stored.

AMOUNT. -- The anount of the fee provided by subsection (a) shal
be as nutually agreed by the governnental entity and the person
or entity providing the information, or, in the absence of
agreenment, shall be as determ ned by the court which issued the
order for production of such information (or the court before
which a criminal prosecution relating to such information would
be brought, if no court order was issued for production of the
i nfornation).

The requirenent of subsection (a) of this section does not apply
with respect to records or other information maintained by a
conmuni cati ons comon carrier that relate to tel ephone tol
records and tel ephone |listings obtained under section 2703 of
this title. The court nmay, however, order a paynent as descri bed
in subsection (a) iif the court determnes the information
required is unusually volunmi nous in nature or otherw se caused an
undue burden on the provider

Civil action

CAUSE OF ACTION.-- Except as provided in section 2703(e), any
provider of electronic communication service, subscriber, or
customer aggrieved by any violation of this chapter in which the
conduct constituting the violation is engaged in with a know ng
or intentional state of mind may, in a civil action, recover from
the person or entity which engaged in that violation such relief
as may be appropriate.

RELIEF.-- In a civil action under this section, appropriate
relief includes--

(1) such prelimnary and other equitable or declaratory relief
as may be appropri ate;

(2) damages under subsection (c); and

(3) a reasonable attorney's fee and other litigation costs
reasonably i ncurred.

DAMAGES. -- The court nay assess as damages in a civil action
under this section the sumof the actual danmages suffered by the
plaintiff and any profits nade by the violator as a result of the
violation, but in no case shall a person entitled to recover



receive less than the sum of $1, 000.

(d) DEFENSE.-- A good faith reliance on--

(1) a court warrant or order, a grand jury subpoena, a
| egi sl ative authorization, or a statutory authorization;

(2) a request of an investigative or law enforcenent officer
under section 2518(7) of this title; or

(3) a good faith determination that section 2511(3) of this
title permtted the conduct conpl ai ned of;

is a conplete defense to any civil or crimnal action brought

under this chapter or any other |aw.

(e) LIMTATION -- A civil action wunder this section may not be
conmenced later than two years after the date wupon which the
claimant first discovered or had a reasonable opportunity to
di scover the violation

_2708. Exclusivity of renedies
The renmedies and sanctions described in this chapter are the only
judicial renedies and sanctions for nonconstitutional violations of this
chapter.
_27009. Counterintelligence access to telephone toll and transactiona
records

(a) DUTY TO PROVIDE.-- Awire or electronic comrunication service
provider shall conply with a request for subscriber information
and toll billing records information, or el ectronic comrunication
transactional records in its custody or possession made by the
Director of the Federal Bureau of I|nvestigation under subsection
(b) of this section.

(b) REQUI RED CERTIFICATION. -- The Director of the Federal Bureau of

Investigation (or an individual within the Federal Bureau of
I nvestigation designated for this purpose by the Director) may
request any such information and records if the Director (or the
Director's designee) certifies in witing to the wre or
el ectroni ¢ conmuni cation service provider to which the request is
made t hat - -

(1) the information sought is relevant to an authorized foreign
counterintelligence investigation; and

(2) there are specific and articulable facts giving reason to
believe that the person or entity to whom the information
sought pertains is a foreign power or an agent of a foreign
power as defined in section 101 of the Foreign Intelligence
Surveil l ance Act of 1978 (50 U.S. C. 1801).



(c) PROHIBITION OF CERTAIN DISCLOSURE.-- No wire or electronic
conmuni cati on service provider, or officer, enployee, or agent
t hereof, shall disclose to any person that the Federal Bureau of
I nvestigation has sought or obtained access to infornmation or
records under this section

(d) DI SSEM NATI ON BY BUREAU. -- The Federal Bureau of Investigation
may dissemnate information and records obtained under this
section only as provided in guidelines approved by the Attorney
CGener al for foreign intelligence collection and foreign
counterintelligence i nvestigations conducted by the Federa
Bureau of Investigation, and, with respect to dissemnation to an
agency of the United States, only if such information is clearly
rel evant to the authorized responsibilities of such agency.

(e) REQUI REMENT THAT CERTAI N CONGRESSI ONAL BODI ES BE | NFORMED. -- On a
sem annual basis the Director of the Federal Bur eau of
Investigation shall fully informthe Permanent Select Conmittee
on Intelligence of the House of Representatives and the Sel ect
Conmittee on Intelligence of the Senate concerning all requests
made under subsection (b) of this section

_2710. Definitions for chapter
As used in this chapter -

(1) the terns defined in section 2510 of this title have,
respectively, the definitions given such terns in that
section; and

(2) the term"renote conmputing service" neans the provision to

the public of conputer storage or processing services by
neans of an el ectronic comunications system

CHAPTER 205- SEARCHES AND SEI ZURES
Sec. 3101. Effect of rules of court--Rules

3117. Mobile tracking devices.

_3117. Mobile tracking devices

(a). IN GENERAL.--1f a court is enpowered to ussue a warrant or other
order for the installation of a nobile tracking device, such
or der may authorize the wuse of that device wthin the
jurisdiction of the court, and outside that jurisdiction if the
device is installed in that jurisdiction

(b). DEFINITION. --As used in this section, the term"tracking device"



neans an electronic or nechanical device which pernmts the
tracki ng of the novenment of a person or object.

CHAPTER 206- PEN REG STERS AND TRAP TRACE DEVI CES

Sec.

3121.

3122.

3123.

3124.

3125.

3126.

3121,

use;

(a)

(b)

(c)

General prohibition on pen register on trap and trace device use;
exception.

Application for an order for a pen register or a trap and trace
devi ce.

| ssuance of an order for a pen register or a trap or trace
devi ce.

Assistance in installation and use of a pen register or a trap
and trace device.

Reports concerning pen registers and trap and trace devi ces.

Definitions for chapter.

CGeneral prohibition on pen register and trap and trace device
exception

In General.-Except as provided in this section, no person may
install or use a pen register or a trap and trace device w thout
first obtaining a court order under section 3123 of this title or
under the Foreign Intelligence Surveillance Act of 1978 (50
U S.C. 1801 et seq.).

Exception.-The prohibition of subsection (a) does not apply wth
respect to the use of a pen register or a trap and trace device
by a provider of electronic or wire comruni cati on service-

(1) relating to the operation, naintenance, and testing of a
wire or el ectronic comunication service or to the
protection of the rights or property of such provider, or to
the protection of wusers of that service from abuse of
service or unlawful use of service; or

(2) to record the fact that a wire or electronic comrunication
was initiated or <conmpleted in order to protect such
provider, another provider furnishing service toward the
conpletion of the wire comunication, or a user of that
servi ce, from fraudulent, wunlawful or abusive use of
service; or with the consent of the user of that service.

Penal ty. - Whoever knowi ngly viol ates subsection (a) shall be fined
under this title or inprisoned not nore than one year, or both.



_ 3122. Application for an order for a pen register or a trap and trace
devi ce
(a) Application.-

(1) An attorney for the Governnent may nake application for an
order or an extension of an order under section 3123 of this
title authorizing or approving the installation and use of a
pen register or a trap and trace device under this chapter,
in witing under oath or equivalent affirmation, to a court
of conmpetent jurisdiction

(2) Unless prohibited by State law, a State investigative |aw
enforcenent officer may nake application for an order or an
extension of an order under section 3123 of this title
authorizing or approving the installation and use of a pen
register or a trap and trace device under this chapter, in
writing under oath or equivalent affirmation, to a court of
conpetent jurisdiction of such State.

(b) Contents O Application. - An application under subsection (a) of
this section shall include-

(1) the identity of the attorney for the Governnment or the State
law enforcenent or investigative officer naking the
application and the identity of the |law enforcenent agency
conducting the investigation; and

(2) a certification by the applicant that the infornmation likely
to be obtained is relevant to an ongoi ng crimna
i nvestigation being conducted by that agency.

_3123. Issuance of an order for a pen register or a trap and trace device
(a) In Ceneral.-Upon an application made under section 3122 of this
title, the court shall enter an ex parte order authorizing the
installation and use of a pen register or a trap and trace device

within the jurisdiction of the court if the court finds that the

attorney for the Governnment or the State |aw enforcenent or

i nvestigative officer has certified to the court that the

information likely to be obtained by such installation and use is

rel evant to an ongoing crimnal investigation
(b) Contents O Order.-An order issued under this section-

(1) shall specify-

(A) the identity, if known, of the person to whomis | eased
or in whose nane is listed the tel ephone Iine to which
the pen register or trap and trace device is to be
attached;

(B) the identity, if known, of the person who is the
subj ect of the crimnal investigation



(c)

(d)

_ 3124,

(© the nunber and, if known, physical |ocation of the
tel ephone line to which the pen register or trap and
trace device is to be attached and, in the case of a
trap and trace device, the geographic limts of the
trap and trace order; and

(D) a statenent of the offense to which the information
likely to be obtained by the pen register or trap and
trace device relates; and

(2) shall direct, wupon the request of the applicant, the
furnishing of informtion, facilities, and techni ca
assi stance necessary to acconmplish the installation of the
pen register or trap and trace device under section 3124 of
this title.

Ti me Period And Extensions. -

(1) An order issued under this section shall authorize the
installation and use of a pen register or a trap and trace
device for a period not to exceed sixty days.

(2) Extensions of such an order may be granted, but only upon an
application for an order under section 3122 of this title
and wupon the judicial finding required by subsection (a) of
this section. The period of extension shall be for a period
not to exceed sixty days.

Nondi scl osure O Existence O Pen Register O A Trap And Trace
Device.-An order authorizing or approving the installation and
use of a pen register or a trap and trace device shall direct
t hat -

(1) the order be sealed until otherw se ordered by the court;
and

(2) the person owning or leasing the line to which the pen
register or a trap and trace device is attached, or who has
been ordered by the court to provide assistance to the
applicant, not disclose the existence of the pen register or
trap and trace device or the existence of the investigation
to the listed subscriber, or to any other person, unless or
until otherw se ordered by the court.

Assistance in installation and use of a pen register or a trap

and trace device

(a)

Pen Regi sters.-Upon the request of an attorney for the Governnent
or an officer of a |l aw enforcenment agency authorized to instal
and use a pen register under this chapter, a provider of wire or

el ectroni c communi cation service, landlord, custodian, or other
person shall furnish such investigative or |aw enforcenent
officer forthwith all information, facilities, and technica

assi stance necessary to acconplish the installation of the pen



regi ster wunobtrusively and with a mninumof interference wth
the services that the person so ordered by the court accords the
party with respect to whomthe installation and use is to take
place, if such assistance is directed by a court order as
provided in section 3123(b)(2) of this title.

(b) Trap And Trace Device.-Upon the request of an attorney for the
Government or an officer of a |l aw enforcement agency authorized
to receive the results of a trap and trace device wunder this
chapter, a provider of a wre or electronic conmmunication

service, landlord, custodian, or other person shall install such
device forthwith on the appropriate line and shall furnish such
i nvestigative or law enforcement officer al | addi ti ona
i nformati on, facilities and technical assistance i ncl udi ng

installation and operation of the device unobtrusively and with a
mnimm of interference wth the services that the person so
ordered by the court accords the party with respect to whom the
installation and use is to take place, if such installation and
assistance is directed by a court order as provided in section
3123(b)(2) of this title. Unless otherw se ordered by the court,
the results of the trap and trace device shall be furnished to
the officer of a | aw enforcenment agency, designated in the court,
at reasonable intervals during regular business hours for the
duration of the order.

(c) Conpensation.-A provider of a wire or electronic comunication
service, landlord, custodian, or other person who furnishes
facilities or technical assistance pursuant to this section shal
be reasonably conmpensated for such reasonabl e expenses incurred
in providing such facilities and assi stance.

(d) No Cause O Action Against A Provider Disclosing Information

Under This Chapter.-No cause of action shall lie in any court
against any provider of a wre or electronic conmmunication
service, its officers, enployees, agents, or other specified

persons for providing information, facilities, or assistance in
accordance with the terns of a court order under this chapter.

(e) Defense.-A good faith reliance on a court order, a legislative
aut hori zation, or a statutory authorization is a conplete defense

against any civil or crimnal action brought under this chapter
or any other |aw.

_ 3125, Reports concerning pen registers and trap and trace devices
The Attorney General shall annually report to Congress on the nunber

of pen register orders and orders for trap and trace devices applied for by
| aw enf orcenment agencies of the Departnment of Justi ce.

_ 3126. Definitions for chapter

As used in this chapter-



(1)

(2)

(3)

(4)

(5)

(6)

the terms "wire conmmuni cation”, "electronic communiation", and
"electronic conmunication service" have the neanings set forth
for such terns in section 2510 of this title;

the term"court of conpetent jurisdiction" neans-

(A a district court of the United States (including a
magi strate of such a court) or a United States Court of

Appeal s; or

(B) a court of general <crimnal jurisdiction of a State
authorized by the law of that State to enter orders
authorizing the use of a pen register or atrap and trace
devi ce;

the term"pen register” neans a device which records or decodes
el ectronic or other inpulses which identify the nunbers dial ed or
otherwise transmitted on the tel ephone line to which such device
is attached, but such term does not include any device used by a
provider or custoner of a wre or electronic communication
service for billing, or recording as an incident to billing, for
conmuni cati ons services provided by such provider or any device
used by a provider or custoner of a wire comruni cation service
for cost accounting or other like purposes in the ordinary course
of its business;

the term"trap and trace" device neans a device which captures
the inconming electronic or other inpulses which identify the
originating nunber of an instrument or device fromwhich a wre
or electronic conmuni cation was transmtted;

the term"attorney for the Governnment" has the neaning given such
termfor the purposes of the Federal Rules of Criminal Procedure;
and

the term"State" neans a State, the District of Colunbia, Puerto
Ri co, and any other possession or territory of the United States.



